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Mark Bl is the Gyber Security OutreachCoordirator for the Adutant Genera IsDe partrent of Ohio
Mark coordinates awide rang e of cyber partrers throug hout Ohio, organized intothe Ohio Gyber
Cdllaboration Committee (OG3 ) toimprovethe cyber secuti ty posture ofthestate throug he ducation
andwarkforce dev elopment, the creationofthe Oh oCyberRang e, the dev elopment ofcyber epanse
teams forOhio, cyberexercises and the sharingofbest cyberpracticesard policies throughout the
state. Markis alsothe Chairmanofthe Ohio Cyber Rarg eIngitute's (OCR ) Exe cutive Committee which
providesstrategic oversightfar the Ohio Gyber Range:

Priortoworking forthe Oho National Guard, Mark worked for 26years as acongressional saffer for
forme rcorgressmen John R Kasichard Patri ck L Tiberi, servingin avariety ofrdesfrom casewarker o
Chief of Staff.

Markis also aretired Military Police Comman dSe rgeant Maj or. Duri rg his almast 29 years inthe Urnited
States Army Re rve, Mark performed many different Military Police functions in both areserve and
deployed capacity and served inavai ety of leaderhip positions at the Compa ry, Battalion Brigade and
Divisionlevel. He alsoseve dasanadjunct profesor of il itary scienceatCapi tal University His last
assignme nt was servingas the Division Coma nd SergeantMajor of the newly created8 70 Trairing
Divisionlocatedin & mingham, Alabama.

https://www.oc3.ohio.gov/

Ohio Cyber Collaboration Committee (OC3)

Ohio must posture itself with an enterprise-
wide approach that allows for a statewide
cyber governance structure. More
importantly, Ohio must develop and
implement the appropriate authority to
provide the capability to respond to and
prevent cyber-attacks.

https://www.oc3.ohio.gov/




Ohio Cyber Collaboration Committee (OC3)
The Threat
Cyber arime is projected to costthe global economy $10.5
trillion by 2025, more than 10 times the cost since 2015.
Average per attack is 9.48 million.
There were over 4,100 recorded data breaches and those
breaches exposed 22 billion recordsin 2023

The cyber-insurance industry is already estimated to be
\Zr\bozréh well over $10.33 billion growing to 27.8 billion by

Multiple firms project that by 2025, 19 billion devices will
be connected to the “Internet of things,” a hugc—,:)g rowth in
the number of devices that connect ever more of daily life
tothe Web.

Prevention is cheaper than remediation.

https://www.oc3.ohio.gov/
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Ohio Cyber Collaboration Committee (OC3)
Threat Actors
Nation State actors
Criminal enterprises

Intellectual property theft/industrial
espionage

“Hacktivists”/terrorists
Personal/political attacks/insiders
Malicious Acts/Vandalism

Rogue Malware

https://www.oc3.ohio.gov/

Ohio Cyber Collaboration Committee (OC3)
Types of Attacks

Phishing — emails over 90% of attacs, Vishirg, Smishing, SpearFishirg, whaling
https: //www i sa. gov/si tes/defa u ¥/fil es/publications /phishing -infog raphic-5 08 c. pof

Block (SPF DKIM DMARC), Educate, Report, Potect (segment, least privilege, updates)
Ransomware — Every 14 secnds — New threat - Blackmail

DOS/DDOS Attacks - (distributed denial-of-service) attempts to disrupt
normal web trafficand take asite offline by overwhelminga system,
server or network with more access requests than it can handle.

“Man in the middle” — Public wi-fi or weak link on your own network
Social Engineering

Insider attacks/physical security/endor 3" party corruption
Password attacks/hacks/br ute force

“Typo squatting” fake login pages, dickjacking

Viruses/other Malware

https://www.oc3.ohio.gov/
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Ohio Cyber Collaboration Committee (OC3)
Common Vectors of Attack
*  Emailsand email attachments
¢ Unpatchedvulnerabilities — OS, Apps
*  Compromised/weak credertials (usemame/fpassword)
¢ Infected downloads (Trojan horse)
¢ Compromisedthumb drives/CDs/DVDs/SD cards
*  Malicious links/advertising/QR codes, Domain Shadowing
*  Drive by downloads (infected websites)
¢ Man in the middle, Open Wi-Fi or weak link on your own network
*  WindowsMacros
*  Deception/social engineering
*  Unsecured venders/support programs

https://www.oc3.ohio.gov/

TIME IT TAKES A HACKER TO BERUTE
FORCE YOUR PASSWORD IN /5

upper and Numbers, Upper Numbers, Upper
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Ohio Cyber Collaboration Committee (OC3)

*  Neverreuse orduplicate passwords

* uselong complexpasswords — 15 minimum with numbers, upper- and
I<I:w)er-case letters, and symbols - longer is better (74 characters per
slot

. Avoid words in the dictionary, part of your name, where you work, your
school, the current year, DOB, anniversaries, pets’ names, etc.

¢ Use embeds

*  Use thefirst letters of phrases i.e. The Beatles The Long and Winding
Road — STIAWRtLt YdAWnDiStRb76 21 characters, all 4 options, no
dictionary words - (trillions ofyears to brute force attack!)

*  Use apassword manager (does have some risks)

¢ Add multifactor authentication (sor\r‘ethiﬁ you know with something
you have) i.e. password plus cell phone and pin number

. Set maximum number oftries, thenlock out or freeze account
. Change password any time something bad happens

https://www.oc3.ohio.gov/




NIST Framework

https.//www.nist.gov/cy berframework

1. Identify

. Respond

https://www.oc3.ohio.gov/
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Inventory Your Data

* What Data do you have?

« Whereisit?

* Whocan accessit?

* How is it protected?

https://www.oc3.ohio.gov/

Inventory Your Data

Classifications:

« Public: Data that can be freely shared with the public. Example:
Agency press releases.

« Intemal: Data intended for internal use only. Example: Staff
meeting notes.

« Confidential: Data that requires protection due to its sensitive
nature. Example: Employee payroll information.

« Restricted: Data that demands the highest level of seaurity.
Example: Criminal investigation records.




Inventory Your Data

1. Identify Dataand Storage Locafions: Begin by catdoging all data within the

omanization. This indudes examining backups, old severs, doud storage, and

databases. Check for rogue downloads on individual devices and urauthorized data

storage, @ these can pose significantseaurity risks.

2. Encryofionand Access Contols: Understand how datais enarypted both a rest and in
motion. Review the segmentation and access cortrds far criical data to ensure they

ar bust and effective This step is vitalin preventing unautharized acoess and

ensuring data integy.

3. EncnypfionPracfiges: Ensure that nocritical datais storedinplain tex. Use strong
encryption methods and maintain the security of enayption keys. Regulatly review and
update your enayption practices tostay ahead of potential threats.

4. DataRefention Poliges: Assess your data retention policies. Delete any data thatis no
longer ne eded orarchive it offline. This practce aligns with the prindple that the
easiest way toprotect data is not to have it. Only retain datathat is requiredby law,
regulation, or necessary for operations. Onceyou have iden fified the e ssential data,
focus on securing it.

3/13/2025

Inventory Your Data

Identifying Potential Vulnerabilties

Recognizing and addressing potential vulnerabilifies isessential for maintaining
data security.

1. Vulherable Points: Identify vulnerabl e points based on the typeand
classification of data. For example, senstve datastored on devices without
encryption is a significant fisk

2. Qutdated Devices and Software: Understand the risks associated
with outdated devices and software, especially where clas sified data is stored or
accessed. Regular updates and patches are necessary to mitigate these risks

https://www.oc3.ohio.gov/

Inventory Your Data

Prioritizing Assets and Data for Protection

Notall dataand assetsare equally critical. Prioriizing them helps in focusing
security efforts where they are most needed.

1. Assess Im@ct: Assess which assets and types of datawould have the most
significant impact if compromised. This he Ips inidentifyin g hi gh-priority d ata that
requite simmediate and 1o bust prote dion measures.

2. Implement Protections: Identify prote dions to apply immediately, especially
forhighpiiority data. This indudes e naypting restrided dataandlimiingacess to
sensitive infomation.

https://www.oc3.ohio.gov/




Inventory Your Data

Data Encryption and Backup Strategies

Encrypt data at rest and in transit

Dataencryption is afundamental practice for gotecting sensitiveinformation. L GEs
should ensure that all sensitive datais encryptedboth at restand in tmnst This means
that data stored on devices andtransmitted over networks is protected from unauthorized

Backup your data

Regular data backups are essential for data recowely in caseof acyber incident LGEs
should impleme nt ab acku p strategy that includ es regul ar ba kups fo secure off-site
storagelocations.

Current better pradtice is knownas the 3-2-1 rule.

« 3copies of data, 1 golden backupwith 2 redundant copies

« 2different media typ es such as a local backup server and cloud storage.

. 10?(?5%/( )o!f-s'kefor reslience in theevent of a catastrophic event (fire, flood, in dustrial

Thesebadkups should be te ged periodically o ensure they can berestored successfully
https://www.oc3.ohio.gov/
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Protection Steps

« Credte strong passwords foryaur accounts.
« Crede unique passwords foreach accourt.

+ Consider using a password manager to simplify passward management.

« Enable acoourt lockout after 5 filed logon atempts

« Enable Mu i Fador Authertication (MFA) on every possible accownt and device:

o Mandae MFAfor administrator acoess

* Provide hame network cybersecuiity betterpractices to your remote/hybrid warkfarce.
« Serarde admiri acownts from out aoowts

+ Charge passwords o disable defaut accounts onnetworkdevices and in software
applications

« Revoke credentialsfar departi ng steff Disableall accaunts when an employee leaves.
Collect dl keycards, security tokens, doar keys.

« Improve physicd secuiity. Restiictaccesstoareas where sersitive data isstored.

« Apply software pdates assoon as possible

* Plan mig-ation from Windows 10. Windows 10 endof suppott date is 10/14/2025.
*Encryptdaa a rest and in trarsit.

« Establish routi re backup policy

o Test tackups 1o verifyprocesses

+ Explore migration to * govdamain

Ohio Cyber Collaboration Committee (OC3)
Simple Solutions

. Update OS and Programs, Delete old or unused programs (Windows 10, Ventura)
. Change d efault usernames and pass words on h ard ware/systems (Mirai malware)
. Use strong pass words and Use M ulti Factor Authentication (MFA)

. Use/turnon firewall and antivirus programs

. In ventory your network, block unknown devices
. Isolate i nternet of things/ wirel ess devices from computers (segmentation)
+  Havea separate guest n etwork accounts for visitors/|OT/kid's accounts/old tech

. Don't dick links in emails oron web p ages —look it up, type itin

. Treat outside/unknow nthumb d rives/CDs/ DV Ds as highly risky

+  Trea outside attachments asrisky

. Don't gotosketchy websites

. Beware of free stuff

. Don't trust something just because yo u think you know someone

. Backup yo ur data everyday — Use en aryptio n on sensitive data, airgap backup (3-2-1)
. Don't forget physicd security, screen locksetc. — “windowsL” - don’t lend your p hone
. Be carefulonsodal media, don’tgive up your Pl - GPS in pictures




Ohio Cyber Collaboration Committee (OC3)
Steps to get better

* Train - users, managers, IT staffs, executives

¢ Complete Cyber inventory — hardware, software, data,
policies

¢ Audit/implement best practices — NIST standards (OhCR)

¢ Develop Cyber Response/Recovery Plan

* Develop Continuity of Operations Plan

¢ Developand ConductTabletop Exercise (CISA)

* Practiceallinaredon blue Cyber Range Exercise

M * AARsand improve, Audits/Pen tests - not a “one and

done” project — “Persistent Cyber Improvement” (PCl) is
the key

https://www.oc3.ohio.gov/
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Ohio Cyber Collaboration Committee (OC3)
Resilience is the Key
* Wil never be 100% safe from cyber attack
¢  Protect asbest you can- minimize threat
¢ Segment network and limit horizontal movement
¢ Least privilege - limit access to serversand data
*  Monitor network inreal time/review logs
e Backup data daily /in real time 3/2/1
¢ Encryptsensitive data
*  Be ready, you will get malware!
Have a Response and Recovery Plan
Have a Continuity of Effort Plan
Practice Plan — TTX
¢ Goal - Have malware be rare, with limited spread, andfast, full
recovery

https://www.oc3.ohio.gov/

Ohio Cyber Collaboration Committee (OC3)

Our Mission: To provide an environment for collaboration between
key stakeholders, induding education, business and local
government to strengthen cyber security for all in the State of Ohio
and to develop a stronger cyber security infrastructure.

Our Goals/Committees: OC3 has established three
subcommittees to help it achieve its primary goals:
Education/Workforce Development, Cyber Range, Cyber
Protection and Preparedness. The committees are composed of
Ohioans with a wide range of cyber and educational expertise
dedicated to making Ohio a leader in how to integrate public-
private partnerships into solving the cyber security problem.

https://www.oc3.ohio.gov/




Ohio Cyber Collaboration Committee (OC3)

Education/Workforce Development Subcommittee:

Grow the workforce and improve the training and education of
users and students in cyber security by:

td

Encouraging individuals of dl ages to consider cyber security as a
career, help individuals to further develop their cyber security skills at
the K-12 and higher education level or as adult leaming.

. Identifying critically needed skills and developing training and
educational paths to meet the growing need for skilled workers inthe
cyber security field. Giving students the hands-on experience needed
to beready to work onday one.

Training users/students at all levels in good, age appropriate, cyber
hygiene and best cyber security practices.

. Provide educators the skills and tools needed to support this growing
workforce.

o

o

a

https://www.oc3.ohio.gov/
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Ohio Cyber Collaboration Committee (OC3)
Ohio Cyber Range/OCRI:

Provid? a secure cyber security test and training environment, known as a cyber
range, to:

a. Support the education of students atthe K-12 and University level.

b. Conductcyber security exercises and com pefitions to hone cross
organizational incidentresponse capabilitiesand develop future cyber
security professionals.

. Research and test indus ty-standard best practices, evaluate and test
innovative technologies and processes.

Enable a training environment for the current and future cyber security

workforce, including National Guard personnel, state and local government

personnel, faculty and studentsin the education community, and private
secbor enfties.

Provide a Cyber Portfolio forlearners, and supportinternships.
. Will be able to connect from any location with OARnet access .

o

a

b

https://www.oc3.ohio.gov/

OHIO CYBER
ANGE INSTITUTE

Regional Programming Centers

Bowling Green State University
Cedanville University

Cin-Day Cyber at SOCHE

Cleveand State/Case Western |oT Collab orative
Cuyahoga Community College

Kent State University

Lora n County Commu nity College

Miami Un iversity

Ohio State University

Ohio University

Owens C ommunity Coll ege

PAST Foun dation

Rio Grande Community College

Shawnee State University

Stark State College

Tiffin University & fin dlayPartners

University of Akron

University of Cincinnati wnone
University of Dayton
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OCRI Education Module Library

* Acollectionof lear ning materials -
& HENEA
i L
Y]
. -
L f Eﬂw' »

* Instruction al materials
* Assessment materials

* Hands-on compo nent

* Geared towards K-12, Higher Ed, and /or
Workforce Development

* Developed tobeshared

* Chooseparts todevelopyourown
courses

* Buildupon what ot hers have create d
* Contribute and collaborate

OHIO CYBER
RANGE INSTITUTE

UNLOCKING POTENTIAL
SECURING THE FUTURE

OpForv Blue Pilot Exercise:

Capturethe Flag (CTF)
RedTeamvs. Blue Team

https://www.ohiocyberrangeinstitute.org/

OC3 Cyber Protection Subcommittee

Deliverables

Ohio Cybersecurity Strat egic P lan
K-12 CyberChallenge —

0C3 Websit e Develop ment

Cyber TTX Exercises —

Cyber Toolkit / User’s Guidebo ok of BestPractices —
Mock Cyberincident
Cyber Risk Assessment

Best practice s/public awareness

Ransomware Aware nessCampaign

https://www.oc3.ohio.gov/
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Governance and Public Awareness Subcommi ttee:
Identify and share bestpractices, policies and technologiesforall Ohioans by:

a. Providing a collaborafive research and development environment for the
development and testing of innovative technologies and processes.

b. Ensuring cyber threatsare part of emergency planning at all levels both
public and private.

c. Using public awareness tools to educate and inform key decision makers of
good cyber security practices and the latestinformation.

d. Educating the general public on the importance of cyber security for the
“Internetof Things.”

e. Sharing threatintelligence between both public and private s ector entities,
facilitated through the Ohio Homeland Security State Fusion Center.

https://www.oc3.ohio.gov/
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Bringing Cyber Talent to the Fight

The Ohio Cyber Reserve

The Need for a Cyber Reserve

1

Ohio "scybe rexp ertsa fe u nder staffed and over missioned
DA

onG

‘small gover nm ental entities do not have the resour ceso rexp ertise to deal with cyber th reats
Entitie sn eed h elp with assessm entsa nd be & practices, as well as assstance whe n a cyber event occurs

© Town ships, villages, small cities, and sm aller cou nties_eligible n onp rofits
o First respo nders, city servie san d utlitie s B oar ds of Ele ction s p ublic d ata

Ciiti | infrastru cture ne eds mo re p rotectio n, especially sm alleru tiities and e mer gency services

K-12 e ducators are typ i lly not cyber security experts
+ They need help settin g up cybe rprograms and cyber du bs within Ohio's high sch ools and junio rh igh schools

+ Students need mentors who can inspire the man d show them th e pat hways to a cyb ercar eer

Ohio need ed a way to tapinto the wealth o f cyber talentthat exists thr ough out th e state and co nnect tha tta lenttot he
ne eds of Oh o, bu tina wa ythat is su stainab le from a b udge tpe rspective.

10
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The Ohio Cyber Reserve

The Ohio Plan

Created a volnnteerfirefighter style Giber Reserve madeup oftrained civilians nested under the Adjutant
Gereral's Depattment

Legislatively modeled after the Ohio Military Reserve ORC Chapter 5320

The AdutantG eneral's Department has devel oped appropriatepolicies o support and reguate the
team:s

* Members arevdunteer civiliars subject to gate call up in acyber emergency 1o support the Ohio
National G uard’s cyber response efforts

While in training satus, volunteers are not be paid, but when activatedwill be paid as statecivilian
employees

Vdunteers are vetted with appropriate back groundc hecks, training require ments

Vdunteers are orgari 2d into regi nally based teams

The teams are providedtraining equpment and IDs and work out of ONG armaries

Whenfullytrained and certifi ed will beavailablefor call up to assist in cyberresponse

Vdunteers who are not fully trained, but who have been vettedcan be wsed to support studert
mentoringefforts urder theOhio Cyber Cd laboration Committee(OC3)

3/13/2025

1

N

w

The Ohio Cyber Reserve

OhCR Mission Set

. Assist - While in a volurteer status, the Cyber Response Teams will provide outreach, training,

education, and security assessmerts to eligible governmertd entiies and ciitical infrastructure
to reduce cyber vunerability and increase resiliency.

. Educate - While in a volurteer statws, the Cyber Response Teams will assistK-12 educationa

effarts supporting cyber dubs and mertoring studerts in stppott of the Ohio Cyber Cdil boration
Cammittee’s (OC3) E ducation and Workforce Develpment efforts

. Respond - When called to paid state adive duty status, the Cyber Response Teams, under the

direction of the Adjutant General's Departmert will be available to respond to cyber inddents at
eligible govemmental entities and art cal infrastrudure.

1

g

The Ohio Cyber Reserve

Want to be a member?

To join the OhCR or request assistance, email us at
OhioCyberReserve @ucmail.ucedu

For more information contact:

CraigBaker
Program Administrator,
Ohio Cyber Reserve (OhCR)
2825W Dublin Granville Road
Columbus Ohio 43232-2789
O: 614-336-7992
Craig.w.bake r2.nfg@army.mil

11
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Other Pending Programs:

State aggregate purchasing program
* .GOV migration
* Cyber Fusion Center

https://www.oc3.ohio.gov/
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CYBER INCIDENT RE SPONSE STATE CYBER INCIDENT RESPONSE
THROUGH THE OCIC <>
* Cyber IncidentResponse for localgovernment - Repest Cyborincidentss
entities and criticalinfrastructureis now AR
coordinated through the "new" Qhio Cyber —
: &

* Internal Cyber Incidentsarecoord nated with the
Office of Inform ation Security and Privacy

Staffingfor theOCICisin process:
+ 5hired employees fromO Ho HomelandSecuiity
« Onehiredfrom theAdutantGeneral s Off ce.

+ pmameer i is inpracess and thresmoreCyber
Aralyow fobe hired by Ohio Hame landSecu§

« Totalstaff wil lbe 15bythis timenext year.

* TheOhio Cyber Irtegrtion Center frm ally opens in . .
2005, butits beirg builtand run today. @ % @

LOCAL GOVERNMENT CYBER GRANTS

The In frastructure Investment and JobsAct (I JA) induded provisions for S LCGP (State and Local Cyberseaurity
Grant Program) to address cyber risksand threatsto the i nformation systens ofstate, local, or tribal
govenments. State of Ohiois matching with over $10 million in-kind contributions.

B - §Zmillion - ins

Hepin g locd governmentsp urchase cyberseaurity
software, transitiontoa Dot Goy, and targeting.

Local government cybersecurity gr

Local government Dot Gov Domain Transition (Protects Websites a
Prevents Fraud)

2

12



Scalability of OC3 Efforts
Ohio Persistent Cyber Improvement (O-PCl)

Senior Leaders Brief

Educate
Persistent
@ Cyber
Improvement

OHIO CYBER
RANGE Mentor Exercise
INSTITUTE

3/13/2025
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Cybersecurity Frontline First Aid Kit (CFFAK)
» What is the Cybersecurity Frontline First Aid Kit (CF FAK)?

« The CFFAK is anonline resource that guides Ohiolocal governmentsthrough basic
cybersecurity actions such asasset inventory, data classification, updating
software, implementing strong passwords, and educating staff about common
threats.

- Itprovides immediate, actionable stepsto enhance security andserves as a
precursor to the more comprehensive O-PCl program. By implementing better
practices containedin the CFFAK, you can advance your government’s efforts
towards robust cybersecurity, ensuring the protection of public servicesand
maintainin g publictrust.

cybermngeinstitute .og/opc i

13
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Cybersecurity Frontline First Aid Kit (CFFAK)

» How do I access this resource?

« To access the CFFAK, identify the organizational lead that will com plete
cybersecurity actionsteps by completing the form at
ohiocyberrangeinstitute.org/cffak. Completing this form prompts us to create an
account for you onour online leaming platform.

+ Note: The organizational lead is often the IT Director, Manager, or equivalent.
However, if your organization does not have aperson inthatrole,itcan bea
department head, manager, or the designated liaison to a third-party IT vendor
thatyou use.

+ www.ohiocyberrangeinstitute.org/cffak

cybermngeinstitute org/opc i

J
OHIO PERSISTENT
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ISTITUTE

Cybersecurity Frontline First Aid Kit (CFFAK)
» What happens next?

* You'llreceive awelcome e-mail from our online leaming platform that will grant
you access to the Cybersecurity Frontline First Aid Kit. We use this platform to
organize the resource sothatitis accessible and easy toapply in your work.

Theleaming platform is located at learn.ohiocyberrangeinstitute.org

As younavigate through thisresource, youwill often see the Ohio Persistent
Cyber Improvement (0-PCl) design. The Cybersecurity Frontline First AidKitis a
first step towards better cybersecurity, but we encourage all localgovernmentsin
Ohio to complete the comprehensive O-PCl program that includes training for all
the staff in your organization, from frontline workersto executives.

cybermngeinstitute .o /opc i

Serving
Ohio's
Public

OHIO PERSISTENT

CYBER IMPROVEMENT serva nts

14
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Overview

+ Ohio Persistent Cyber Improvement (O-PCl) Purpose
« Supporting local govemment entities and their staff inall of Ohio’s 88 counties in
building and sustaining their capacity to anticipate, adapt, withstand and, when
necessary, recover from cyber aggression.
+ Delivered at nocostto Ohio-based Local Government Entities (LGE)
« Funded through the Cybersecurity and Infrastructure Security Agency (ASA)and
the State of Ohio.
+ Persistent Cyber Im provement Model
+ Includes a blend of online, hybrid, and in-person modulesthat are tailored to local
government entities of all sizes as well asto the range of organizations thathave a
strong cybersecurity posture and those that are actively developing in this critical
space.
cybermngeinstitute.og/opci

i iy H/
i‘i_ﬂ“ OHIO PERSISTENT =

\IFl/ CYBER IMPROVEMENT org veen e
" wsiTTe ——
. e
How to Participate
1. Register at: hifps: w.ohiocyberrangeinstitute org/opci

2. Countyleadership will meet with OCRIstaff toinitiate the onboarding process,
including review of training requirements, timeline, and review of Memorandum of
Understanding (MOU), Non-Disclosure Agreement (NDA), and other required
documentation.

3. Interested local government entities within a county will be onboarded into O-PCl
through a combination of outreach by county leadership and OCRI staff to establish
county-based cohorts of training participants.

4. Training begins ona mutuallyagreed uponstartdate once a cohort oflocal

govemment entitiesare onboarded, MOU and NDA agreements are completed, and
dependent on OCRIcapacity.

cybermngeinstitute .o /opc i

W
OHIO PERSISTENT —

CYBER IMPROVEMENT OHIE CYBER S —

EEE
IeSTITUTE ———

More Information
« Visit ghiocyberrangeinstitute org/opci.
+ Allhandoutsare available on the site
+ 30 Minute webinar from December 2023 posted with FAQs
+ Reach outtoyour county government officials
« Interest from: Hocking Jadson, Mercer, Fairfield, Holmes, Portage, Tusarawas,

Miami, Hamilton, Morrow, Lake, Ashtabula, Summit, Scioto, Cuyahoga, Lucas,
Mahoning, Knox, Henry, Union, Washington

+ Connectwith Us!

+  linkedin com/company /ohin-cyherrangs:instinital

cybermngeinstitute o /opc i
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Ohio Cybersecurity for Small Business

Free cyberse curity training forall Ohiosmall businesses, create d by The OhioState University exp erts
and funded in part by a grant from the U.S. Small Busin ess Adminis tration.

Course Benefits:

Enhance cybers eaurity skills to prevent, detect and respond to cyber threas
Improved ability o safeguard sensitive data and systems

Reduced risk of finand aland reputational damage fromcyberattacks
Strengthened resilience and competitiveness in the dig tdl landscape

= . g 18 THE OHIO STATE UNIVERSITY
Chipr cyveronio SBA L el
iy [}

240+ businesses have signed upandare in Signup here:

the process of certifying their employees. https://osucybered.o g

3/13/2025

Ohio Cybersecurity for Small Business Course Overview

Gateway 1 of the cybersecurity tra ning course Material covered in Gateway 2:
provides a comprehensive oveniew of essential
cybersecurity prind ples tailored for sma | busines s
employees.

Ohio Data Protection Act

Regul atory compliance

Crown jewel and risk assessment

It focuses on best practices, risk mitigation strategies, Implementing controls and policies

and foundat onaltools to strengthen a busi ness” Additiond in-depth information of Gateway 1
cybersecurity posture. modules

Both Gateways ind uck assess ments and practicd resources, such a detaled s upplements to help businesses
develop robust cybersecurity plans. These ind ude tool s for creating incident response plans, conducting security
audits, ensuring continuity of operations, and more.

Successful completion of Gateways 1and 2 provides companies with artifacts to reach CMMC (Cybersecurity Maturity
Model Certification) Level 1 compliance, positioni ng businessesto meet essential cybersecurity standards.

% CyberOhio
wonio SBA
Wiy o $BA

Resources you can use
*  0Q - https//www.oc3 ohio.gov
*  Ohio Cyber Range — https://ohiocyberrangeinstitute.org
. Ohio Persistent Cyber Improvement -
https://www.chiocyberrangeinstitute org /opci

*  OhioCyber Reserve — Respond - use ema process (Assist/Educate -
OhioCyberReserve @ucmail.ucedu) Join - https://ohcrohio.gov/

¢  OhioHomeland Security - https://homelandsecurity.ohiogov/our-
programs/ohio-cyber-program/ohio-cyber-program
¢  Cyber Ohio- https://cyber.ohio.gov/
¢ CSA-https//www.cisa.gov
. FBI/NSA/Secret Service
*  NIST - https://www.nist.gov
. NICE - https://niccs.cisa.gov/wor kfor ce-development/nice-framework
% CyberOhio *  Trusted vendors
~ *  Secure your home - https://www.nsa.gov/Press-Room/News-

Highlights/Article/Article/3304674 /nsa-rele ases-best-practices-for-
securing-your-home-network
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Ohio Cyber Collaboration Committee (OC3)

OC3 is supported by a “‘whole of govemment” approach to ensure its success.
Primary sponsors are the Adjutant General's Department/Ohio National Guard, the
Department of Higher Education, The Department of Education, The De partment
of Administrative Services, The Department of Public Safety, and The Department
of Transportation.

OC3 has over 120 organizations who are active members who support the OC3
mission and objedives

https://www.oc3.chio.gov/

3/13/2025

OHIO CYBER COLLABORATION COMMITTEE (OC3)

Points of Contact

Cybersecurity
Skills Crisis

Brimary

Mark Bell
Cyber Security Outreach Coordinator
2825 W Dublin Granville Road
Columbus Ohio 43232-2789
Phone 614-336-4903
Mobile 614-256-2391
Mark.a.bell 16 nfg@army. mil

Craig Baker

Program A dministr ator,

Ohio CyberReserve (OhCR)
2825 WDublin Granville Road
Columbus Ohio 43232-27 89
0O: 614-336-7992
Craig.w.baker2 nfg@ army. mil
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