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 Facebook is one of the most identifiable on-line social networks over 845
million active users in December 2011 . Think about Egypt’s overthrow of
Mubarek which started when posting video on Facebook that was shared
with thousands. Famous quote “ ..If you wan to liberate a society just give
them the internet.” Wael Ghonim on Egypt’s overthrow.

 – LinkedIn – more than 150 million members worldwide and in 10 
languages

 Almost all privately-held companies will incorporate some form of social 
media as part of development strategy

 Blog readers in 2011, 122.6 Million and growing (emarketer.com) More 
than 177 Million out there (The Nielsen Co.)

 People are now relying on social networking to connect with friends,
family, classmates, chat, and do business.

Networking Sites
Should Governments be in the 

Social Network Business?
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 This is now becoming part of people’s daily lives.

 Twitter: over 100 million people actively use Twitter. 500
million registered useres

 Skype has become a regular part of interviewing and attending
meetings.

 Computer Use Policies, including social media policies wont
solve all problems. Why use them?

 Traditional Risk Management Concerns Involving Employee
Communications

 Are governments ready?

Pros
 Free and easy way to communicate

 Widespread, instantaneous exchange of information (RSS feeds)

 Increase problem-solving capabilities – survey residents, pulse of 
the community assessment

 Provide live feed meetings without local cable access (Ustream)

 Advance tourism/local business interests

 Forum for ideas on how to improve government, administration or 
community relations

Pros continued

 Facilitate meetings without travel

 Potential to increase time and improve focus upon mission

 Increase information flow to and from government

 Increase community involvement (local businesses, residents, 
etc.)

 Assist law enforcement efforts    Source: Sara J. Fagnlli, Esq  
Walter and Haverfield, LLP
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Cons

 Cost to maintain and monitor

 Harassment , defamation, violation of privacy, 
noncompliance with public records laws, 
disclosure of confidential information.

 Changes the expectation of how quickly 
government should respond.

The Law

 What are the legal obligations that arise out of
the use of social networks, both for the user
and the site, as well as the City?

 Law is unsettled. I always like to say the law
has not caught up with the technology.

Legal background information

 There are a few areas of law to be mindful of as we discuss legal
ramifications of social networking sites.

1. Section 512(c) of the Digital Millennium Copyright Act – which limits
liability of these social networking sites.

 You Tube removes liability for copyright infringement from
website that allows users to post content so long as there is a
mechanism in place whereby the copyright owner can request the
removal of infringing content. You Tube has been sued and raised
this defense. You Tube is a subsidiary of Google. Look in the
future whether there is a plan as to what advertising base is being
served based on the video searches. This causes a financial benefit
to sharing copyright material. This may open You Tube and similar
sites to liability not protected by the DMCA.



4

 Section 230 of the Communication Decency Act Protection for private
blocking of offensive material. This basically is an immunity defense for
the provider. If the user posts illegal content material, Section 230
shields the social network from liability.

 Employment laws related to development of policies. Has the Fair Labor
Standards Act and other protective employment laws caught up with
social networking?

 Public Records Law: Retention Schedules, who keeps the information?

 Open Meeting Law: Discussions between a majority of Council
Members on social networking sites.

 First Amendment rights: Pickering & Connick , Gareitti: Rights apply
to public issues not private concerns. Balancing the rith to speak v.
effects on delivery of public service; can discipline if otherwise justified;
more control when speech is part of official duties.

 Stored Communications Act “SCA” of 1986

 Social Networking users don’t enjoy any immunities
granted to the sites; therefore, as a City there should
be policies in place that direct appropriate actions
when posting messages.

 Users that post defamatory statements: What is your
plan? What policies to you have in place to address
defamatory remarks using social networking.

 Users that infringe on property rights

 The site may be protected under Section 230 or
Section 512, but the user is not afforded those
protections.

Addressing these legal concerns

First Amendment:  Protection for Employee Rights Does Not Require the 
Employers Cease to Regulate Social Media Use.

 Are you going to permit third party posts or do  you use a “fan” page?

 Employee actions?  Obtaining Employee Facebook passwords.  Illinois 
recent law passed addressing this element.  See news article in your 
materials.

 Watch out for the use of social media for actual whistleblowing or after the 
fact claims that social media use was whistleblowing.

 Have well- planned discussion and don’t create a social network and 
address problems as they come up. 

 Clicking the “like” button on facebook:  Speech or Not?  If speech does it 
address a matter of public concern?
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Key Legal Debates
Are social networks discoverable?  

Crispin v. Christian Audigier Inc., 2010 U.S. Dist. Lexis 52832

 “The district court’s decision offered answers to two key questions. First,
the holding explains that the Stored Communication Act of 1986 “SCA’s”
protections reach at least some for the content hosted on social networking
sites and that such content will be precluded from discovery from those
sites. Second, the decision suggests that privacy settings matter. The
private messaging features of social networking sites were protected
because the court considered them to be as private as e-mail. Moreover,
the court found that the SCA’s protections applied to wall postings and
comments only to the extent that those communications were not available
to the general public.”

 SCA was established to give 4th Amendment type privacy
protection to people for internet communication.

 SCA has not been amended and therefore does not keep up or
address Facebook type sites.

 What the Courts look at is whether Facebook qualifies as an
ECS (Electronic Communication Service). Under the SCA an
ESC is “any service which provides to users thereof the ability
to send or receive wire or electronic communications.”

 There is growing concern that third-party app developers on
Facebook are able to access your mobile phone number and
home address? Facebook has announced that developers of
Facebook apps can now gather the personal contact
information from their users. Security firm Sophos describes it
as 'a move that could herald a new level of danger for
Facebook users' and advises users to remove their home
address and phone numbers from the network immediately.

 Courts appear to be limiting ECS to entities that are e-mail service ISP’s
(Internet Service Providers). However in Crispin, the Court clarified that
an ECS provider includes social networking sites.

Summary:

 A warrant is needed for Facebook to disclose privacy electronic
communications.

 Since privacy becomes key – we need to look at the site for further
clarification.

 Postings on a wall vs. an individual message.

 Account information – user identity may not be protected.

 How does this work with a government Facebook site?
 First amendment always up for grabs with there is a legal issue involving

social networking.

 Stay tuned for more court cases.
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Contracts and Social 
Networking Sites

1.  As a matter of policy should a city enter into an 
agreement the city's attorney believes to be 
unenforceable (at least in material part)?

2.  As a matter of policy should a city accept benefits 
(the use of Facebook) under terms of use that include 
material obligations in consideration for those 
benefits the City does not believe to be enforceable 
and the city does not, at the time it enters into the 
agreement, intend to fulfill?

3. If a city's state law immunizes a city from
indemnity obligations (or probably more
accurately, treats as null and unenforceable
under state constitutional prohibitions against
unfunded and open-ended municipal
"obligations" such as the Facebook indemnity
clause) what is the effect of the choice of law
and venue provisions of the Facebook terms
which select California as source of
substantive law and of trial?

 Facebook, YouTube and Twitter have revised
their terms for State and Local governments

4. Would the city's own states law invalidate those clauses
too? Would that matter to a California court? I don't know
what California law is on city immunity from suit for
California cities or enforcement of indemnity clauses against
California cities -- but suspect that an initial question would
be whether as a matter of choice of law & comity California
courts would apply their own state substantive laws or the
substantive laws of the state where the city fighting with
Facebook was located to determine the enforceability of the
indemnity clause. Assuming just for convenience the
California domestic law was less favorable to the city than
the laws of the city's own state -- would the city want to
retain local California counsel & have to litigate these
questions in California state courts or, assuming diversity, in
federal court in California?

5. Update to # 4 is that Facebook Modifies Terms of Service for State and Local
Government,GovTech.com(Jan.5,2011),

http://www.govtech.com/pcio/Facebook-Modifies-Terms-of-Service.html
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5. In Ohio the Attorney General Opinions
attached have held that a governmental entity
is not permitted to have unlimited
indemnification agreements.

6. Would California law invoke "unjust
enrichment" against a city to enforce the
indemnity obligation against the city, at least
to the extent of the "value" of Facebook
services the city had received? How much
would the city have to spend on experts to
litigate that "value"?

7. Finally, how often do we observe proper contractual
formalities in entering into on-line licenses/contracts?

a. How often has a fairly low-level city employee, with the best
intentions, clicked to join a social networking site (or listserv, RSS
feed, etc.) on behalf of the city without technically required
appropriate management or governing body approval and city attorney
approval as to form? The extent of the ignored contracting formalities
will vary from city to city and also vary based on the substance of the
terms of use (which of course the employee agreeing to the terms will
not have read).

b. If city management & governing body is or should be aware that
employees routinely "execute" these online terms of use without going
through the formalities required by ordinances and state laws, and still
allow the city to accept the benefits of that conduct.

To Do List:

1. Draft a policy for guidelines employees and the public are
required to follow.
 What sites are going to be used?
 Who will have access and permission to post?
 What may be posted?
 Statement of monitoring/no privacy
 Staff education as to retaining information.
 Disclaimers needed for government sites. ( these posts do not reflect the

opinions of your City)

2. Warning participants that any posted content may be subject to Ohio
Public Records law.

3. First Amendment Claims: Don’t forget!!!

a. These sites may claim to be a public forum. I would suggest adding
“this page is not intended to be a public forum or a limited public
forum” (This may not be upheld)
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4. Have a right to delete sections and the time
frames for deletion.

a. Comments that are not typically related or relative
to the narrow stated purpose of the site will be
deleted.

b. Sexual content

c. Comments that encourage illegal activity

d. Comments that provide information that
compromise public safety

5. Include these requirements

 Comments shall not contain obscenities or defamatory
language.

 Discriminating language

 Promotional advertisements.

 Comments containing personally identifiable
information, SSN’s, etc.

 Shall not break City law.

 Be careful about stating “The City will adhere to
Facebook policies.” Do you know them? What if there
is a public record complaint?

More considerations
1. Make sure you have someone charged with the responsibility

of enforcing that policy. Many times we work on the
language of the policies and nobody is “watching over the
store.”

2. Statement of monitoring and no privacy. “we told you
defense.”

3. Public records notification.

4. Don’t forge a disclaimer.

5. Who is maintaining this information?
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Public Records and Open Meetings

 Make sure legal counsel has educated staff on this subject as it 
relates to the Ohio Public Records laws.

 Review  ORC 149.011 and 149.43

 Questions should include:

1. Is the site kept by the public office?

2. Is it a record?

3. Legal counsel may provide you with training to assist in 
this content-based assessment.

4. Retention schedules should be updated.

Open Meeting Considerations

 Are we able to attend meetings via Facetime or 
Skype?  Ohio Open Meetings laws were 
written prior to this technology.

 Facebook communication, are you holding a 
meeting.

 E-mails posts on social media that prompt 
serial posts and responses.

What about:  
This will keep you up at night

1. Staff time associated with social network maintenance plus
upkeep – Is this funded?

2. Respond timely and accurately to public posts; you’ll
probably need supervisory time to at least vet the proposed
responses.

3. Social media participation becomes habit forming like video
games. Claims of depression, work habit problems, disciplinary
acts.

4. State School Board President defends Hitler post on
Facebook. See: article by Catherine Candisky.
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4. After hours work. FLSA, Overtime pay. Any work in excess of 40
hours for a non-exempt employee is subject to overtime.

5. Are governments equipped to deal with all these questions?

6. SEC – Companies are required to disclose risk to the SEC in filings. Is
social media a risk factor?

7. Discovery issues.

8. Background checks and hiring issues. Make sure the method is followed
for all employees and potential employees.

9. Do you want City Council to friend your employees or their boss.

10. Look at your collective bargaining agreements when regulating or
discipline employees for posts.

Closing

1. Most governments are adding Facebook and twitter
on their web page without addressing policies. Go
back and get one drafted. It all sounds fun but who
will pay the legal costs to defend?

2. Don’t wait to have something happen. Address
potential issues now.

3. Consider delaying implementation of a social
network site to allow the law to catch up.

Resources

International Municipal Lawyers Association

Many attorneys across the states have corresponded 
with me in preparation for this presentation.

http://articles.technology.findlaw.com/2007/Sep/18/109
66.html

http://www.theiplawblog.com/archives/-privacy-social-
networking-websites-just-how-private


